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ABSTRACT

Cyber Securityplays a vital role in information technology. In recent days, the major issue faced by most private companies and
government organizations is cyber-attacks,which can causesignificant financial harm. Everything today has become electronic
and protecting the data from cyber-attacks has become the biggest challenge. There are diverse ways to prevent cyber security
attacks. The primaryfocus of this article is to present a variety of cyber security attacks and discusssome preventive measures on

how to overcome thechallenges posed by those attacks.
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INTRODUCTION TO CYBER SECURITY

Cyber Security is concerned with challenges related to the security of electronic datathat includesmaintaining privacy,
accessibility, and integrity. Privacy refers to the act of keeping information from being disclosed to unreliable systems or people.
Integrity refers to the absence of any unauthorized deletion or change. Finally, accessibility refers to the ability of a system to
process, store, and deliver information to be used whenever necessary and by those who need it. The main goal of the research is
to have a piece of proper knowledge about cyber security to prevent attacks that are primarily caused by information technology
[1]. The term "cyber security” refers to the entire body of technology and procedures used to protect computer systems and
electronic data. We are unable to protect our personal data,which has also emerged as a current concern. There should be some

best ways to protect the data, and devices from unauthorized users accessing it and causing damage to the resources [2].
2. LITERATURE REVIEW

As per[3] there is a need to enroll in a training program that educates all employees across all departments on cyber security. The
implementation of the training program for cyber security must be given high importancetoprotecting the company's data. First
and foremost thing is that the company needs to figure out what the employees need to be trained on and detailed security
awareness programs should be conducted within the organization. All the workforce should be responsible for maintaining data

integrity after signing the agreements. They should make sure of using unauthorized malware software.

The review in[4], includes the concepts of preventing cyber security using machine learning. There are many challenges faced due
to cyber security and proper measures are taken based on Artificial Intelligence (Al). Al and Machine Learning are the best ways

to reduce the impact of cybersecurity by detecting the threats caused to organizations.
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According to[5], most cyber-attacks were due to mistakes made by humans and reports are in favor of proving that human error is
responsible for the damage to the company. To combat these dangers, a company should promote a culture of risk awareness at
work, starting with an emphasis on cyber security.The crucial part of cyber security is security data from any person. The

organization’s primary role is to verify user identification and secure the data by giving access to authorized users.
3. CYBER SECURITY ATTACKS

e Denial-of-service attacks are the most common cyber-attack on hardware, software, or other network resources that
prohibits authorized users from using the resources and services they are entitled touse, which results in the stop of
interaction between other systems and the internet as well.

e A logic bomb is a cyber-attack of malicious logic that waits for the correct situation to strike the software and perform
harmful activities.

e Sniffer is a program that intercepts network traffic using a sniffer packet and scans each packet in the data stream for
certain data.[1].

e Trojan horses frequently resemble beneficial programs that users are willing to run while concealing hazardous code. It
leads to the corruption of the files and the virus is loaded into the memory. Viruses can only spread through human
interaction, unlike worms.

e  Abuse tools are used to attack the business and process features of the software application.

e Virus is a common cyber security attack that affects the devices through a code that results in infecting files and other
computer areas.

e  Frequent counting represents the count of the cyber-attacks that are taking place throughout the day. It keeps track of all
the data breaches done in the organization or any industry.

e  Spyware is software installed in the device which collects all the data and exposes it to third-party hackers.
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Fig. 1 Typesof cyber-attack

4. TYPES OF CYBER-SECURITY

Cyber-security has different methods to prevent data, and networks from internal or external threats.Cyber Security Analysts make
sure that permission should be given or not for the people who are working in an organization to access computers, servers,
intranets, and networks. There are many areas of cyber securitythat deal with different security concerns as shown in Fig. 2 for

better data protection.
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Fig. 2 Types of Cyber Security

e Network Security: Network security is nothing but providing security to computer networks by preventing them from
viruses and hackers using both hardware and software technologies. All the possible actions are taken to protect the data

from integrity.

o Application security: Application security is providing security to the application code and data against cyber threats. All

possible measures are used to the secure application from being attacked.

e Information security: Information security prevents accessing information from unauthorized users. Users are not

allowed to disclose the information and prevent unwanted activity.

e  Operational security: Operational security is securing data from the wrong hands by determining who has access to it and

checking whether he/she is an authorized person to use the data.

e End-User Security: End-User Security is all about educating or giving proper insight to the users about the security
attacks related to cyberspace.Trainingrelated to security will lead to a decrease in cyber security attacks. This helps to

explore user identificationmore and helpswork-related security identity[6].
4.1 Preventive Measures:

o Implement fundamental cyber security training: Conducting workshops helps staff members use only approved software
and maintain secure passwords. It's also a good idea to put into effect common sense procedures related to employee
safety and access to technology[7]. It can be accomplished by taking a few straightforward actions, such as prohibiting

employees from accessing their systems from home duringnon-working days or implementing a verification process.

e Detect and prepare: The main duty of the cyber security analyst is to detect and monitor vulnerabilities. It results in

avoiding harm and allowing for a smooth return to business[8].

e Invest in VPN technology since you have no control over the external network, regardless of the severe measures the
main responsibility of the organizations is to prevent the company’s data.They need to make the devices secure and can
be used only in the office premises through organizations’ Wi-Fi. The employee who is working at home must connect to

the organization’s VPN for more security.

e 2-Factor Authentication: Multi-factor authentication is the process of providing security for the applications or any data
by providing the features like a phone call, SMS, OTP, email verification, and others. This helps the users to make their

login secure and protect their data from hackers.

5. Conclusion
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The internet is havinga significant impact on people's lives in the modern world, where cyber-security experts must deal with a
variety of cyber threats in situations that are almost always real-time. Several challenges are coming up every day to provide better
security for organizations’ infrastructure. However, they need to know how to use their platform well and resolve the issues. In
this article, we presented a quick overview of the topic of cyber security, how it is impacting society and some of the preventive

measures.
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