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ABSTRACT  

People across different age groups worldwide use computers and smart devices with access to the Internet. This 

highlights the importance of educating users and making them aware of the threats to cybersecurity, hazards of the 

Internet, privacy and safety of personal information, and various kinds of online attacks. This study investigates the 

level of awareness among adults of the safe use of computers with Internet access. Data were collected by using two 

surveys: An initial survey was conducted to measure the users’ level of awareness before they attended a lecture, 

training, or workshop. A follow-up survey was subsequently conducted after the lecture/training/workshop to measure 

its effects on the users' awareness and understanding of the safety and security of using devices connected to the 

Internet. This research also investigates new methods to reduce cyberattacks, and the responsiveness of users to 

unknown links and threats. 

The findings of this study indicates that there is a positive influence on the participants after the workshop as it 

improves their knowledge of the privacy and security issues related to the use of social media and the use of different 

internet tools and increase their awareness level about the cybercrimes and different threats in the digital world. Yet, 

the results still show struggles in understanding the safety of their personal information and their contents in social 

media. Hence, a recommendation of more training in the field of applying practical privacy and security steps is still 

required to enhance their skills and ability to protect themselves and educate others in their communities. 

Key Words: Awareness, Artificial Intelligence, Cyber security, Internet, Training. 

_______________________________________________________________________________________________ 

1. INTRODUCTION  

Computer-related skills have become essential for people of all ages in today's digital age as technology become 

increasingly prevalent [1, 2]. Early developers of the Internet never predicted the pace and scale of growth of the 

medium [3]. With the widespread integration of computers and networks on the Internet for various purposes in 

workplaces, businesses, education, and in people's homes [4], problems arise when users share their personal 

information online without appropriately considering privacy- and security-related issues. 

While the Internet is a transformative innovation that has profound benefits, it also introduces risks to people's well-

being [5–7] through the exposure of their personal information [8], problematic Internet use, and online fraud [9] 

Hackers are continually developing new ways to steal personal user information and sensitive data, and it is clearly 

easier to attack uneducated users than those who are skilled at using the Internet and can avoid compromising their 

privacy. It is thus critical for Internet users to learn the safe use of computers to protect their personal data and avoid 

online fraud and cyberattacks [10]. 

The number of Internet users in the Middle East has been steadily rising in recent years [10]. While users from the 

region make up only 3.2% of global Internet users, the Middle East has undergone a remarkable increase of 1825% in 

Internet use over the past decade compared with a global growth of 445% [11]. At the same time, the occurrence of 
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cybercrimes in the Middle East has risen according to local media. Such incidents include Internet scams, breaches of 

the security systems of financial institutions [12], and attempts to hack various websites. 

The widespread use of technology and the ubiquity of the Internet have highlighted the importance of cybersecurity 

for both individual users and countries [13]. While these advances have significantly enhanced convenience in 

everyday life, the concomitant rise of cyberattacks requires preventative action [14, 15], including placing a 

significant emphasis on user awareness of information security, also known as cybersecurity awareness. The large 

number of studies on this issue, which impacts virtually every aspect of daily life, reflect its importance and the need 

to develop the digital skills of users [4, 16].  

Defining cybersecurity awareness is essential for gaining a comprehensive understanding of the issue. Shaw et al. 

define it as “the degree of understanding of users about the importance of information security, and their 

responsibilities and actions to exercise sufficient levels of information security control to protect the organization's 

data and networks" [17]. [18] define cybersecurity as “the state of protection from unauthorized electronic data use 

and access by criminals.” Cybersecurity can also be described as the process, state, or activity in which 

communication systems and information are protected from modification, unauthorized access, or exploitation.  

As the threats to cybersecurity become widespread, the media has highlighted the different types of cyberattacks that 

continue to frequently occur [19]. Many reports claim that attackers apply various techniques to breach computer 

systems, including by embedding malware into third-party software, websites, and emails [20] as well as ransomware 

[21] Social engineering is a common tool used by cybercriminals to exploit the human psychology and gain 

unauthorized access to the personal information of users and the sensitive data of organizations [14]. Attackers use 

various strategies and techniques to manipulate users' private information and organizational security [22]Training 

users on cybersecurity can help them acquire the requisite skills to avoid cyber threats [21] 

The rapid rise of Artificial Intelligence (AI) poses many challenges, especially when this highly effective tool is used 

by attackers online. AI is considered to be important for detecting and preventing evolving cyber threats. 

Cybersecurity experts are creating solutions to address the essential vulnerabilities of AI, and this underscores the 

need for proactive steps to ensure digital security. 

Significant progress has been made to protect digital assets by integrating AI into cybersecurity. Early research in the 

area [23, 24] has established that intelligent systems need to adapt to the constantly changing landscape of cyber 

threats [25] Next-generation AI-based firewalls have been proposed for detecting, preventing, and responding to cyber 

threats to strengthen cybersecurity in an increasingly interconnected world, especially because traditional firewalls 

cannot adequately handle emerging cyber threats [26, 27] 

The prevalence of AI-based tools in daily life makes it necessary to train users in this field in order to enhance their 

skills of ensuring security and privacy in the current digital environment. 

Training and education on cybersecurity are nowadays becoming increasingly pressing [28] among users of different 

age groups and educational levels, and many programs and workshops tailored to each type of audience [19] have 

been developed to equip users with the professional and technical skills required to apply various safety- and privacy-

related measures while using technology in their daily lives [29]. The past decade has witnessed a considerable 

amount of research on defining the content of cybersecurity training, techniques of delivery, and other essential 

aspects of the process. Researchers [30] have noted the negative consequences of the ignorance of security-related 

issues among online users. Many studies have shown that humans are invariably the weakest component of any digital 

system [31, 32], and users are largely unaware of threats to cybersecurity and ways to protect it. This highlights the 

need for training users on cybersecurity and making them aware of its importance [33, 34]. Many studies have claimed 

that public campaigns to raise awareness of cybersecurity and training programs for users are highly effective. [4, 20] 

Most organizations focus on implementing comprehensive training and awareness programs to educate their 

employees on the latest techniques to defend against common social engineering-based online threats. To apply these 

safety procedures, they provide tailored training materials to their employees, and formulate policies for them to 

implement before and after attacks. Moreover, regular campaigns are held to raise awareness about information 

security and emphasize the importance of being alert to all types of threats [35]. Implementing cybersecurity training 
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in various sectors faces such challenges as the need for well-trained educators who known of the latest cyber threats 

and have the ability to equip users with the latest tools and tips for safely browsing the Internet [36]. 

Cybersecurity training usually covers such threats as cyberbullying, phishing, addiction to gaming, and online 

pornography to create a safe environment and protect the users' privacy [4]. Trainers should emphasize the positive 

aspects of excessive Internet use in addition to other drawbacks [36]. At the same time, any training program requires 

analytical methods to identify its strengths, weaknesses, requirements, learning goals, and results to achieve the 

required outcomes [31]. 

Cybersecurity awareness initiatives are vital for fostering safe online behaviors and responsible digital citizenship 

from an early age. Such initiatives play an essential role in promoting safe browsing habits and responsible 

engagement with the digital world. Developing professional tools, awareness campaigns, and training programs are 

prioritized [19] to prepare users for avoiding or responding to cyberattacks [37, 38].  

With growing use of the Internet and AI in Kuwait, the author and a colleague launched a community service 

campaign to spread awareness of cybersecurity among the public in 2016. The “Be Smart Safe” campaign aims to 

build a skilled online community that can safely use the Internet and attendant technological tools by introducing 

training sessions, lectures, and workshops for different age groups of users. In this study, we focus on the effects of 

training adults on cybersecurity to equip them with the tools that they need to ensure the security of their private 

information. 

2. LITERATURE SURVEY  

The digital technological revolution at the turn of the millennium has exposed users to a wide range of cyber threats. It 

has thus become essential to use cybersecurity awareness and training campaigns so that users can deal with various 

cyberattacks. We investigate the level of awareness of the safe use of computers with Internet access among adults.  

Many studies have explored the importance of raising public awareness of cybersecurity in the last three decades [20]. 

[34] has shown that users who are the least aware of the threats to cybersecurity and the relevant solutions are also the 

most frequent users of digital devices. A variety of evaluations and programs have been developed in the literature to 

raise cybersecurity awareness among users [39–41]. Building training programs with well-defined components, such 

as security policies, can help achieve the desired goal [42]. [43] have suggested that there is a high correlation between 

users’ online behaviors and understanding in the context of threats to cybersecurity. Thus, people need to be 

knowledgeable in order to behave appropriately. 

One study conducted a survey of students in the business department of a university in New England, Massachusetts 

to study their attitudes toward information security and build an effective program to improve their understanding of 

cybersecurity [41]. The survey’s results prove a significant correlation between students’ awareness about security 

hazards and the training programs applied in this field. However, there is still an obvious gap between their knowledge 

and applying it in their daily life due to the lack of understanding the real effect of those threats. [10] conducted a 

survey of students and academic staff in 2010 from three cities of UAE: Sharjah, Abu Dhabi, and Dubai, to examine 

their awareness of cybersecurity. While the findings lack important details, they highlight the ongoing importance of 

programs to raise cybersecurity awareness.The author finds that educating and training users is essential to identify 

different security threats and improve their skills to apply security tips practically in their daily life, with a 

recommendation to the governments and companies to work locally and worldwide to prevent from the cyber-attacks 

and build skilled team to face those hazard in business, schools and various organizations. Students and instructors at 

California State University were by [44], who discovered that the primary issue hindering the respondents' safe use of 

the Internet was not a lack of knowledge of cybersecurity, but the manner in which they applied it to their daily online 

activities.  

Another study on students’ awareness of the possible hazards posed by social media was carried out in Malaysia by 

[45] Their findings showed that one-third of the participants (295 students) ended up falling victim to fraud on social 

media networks, which suggests that users are not sufficiently attuned to the risks associated with cyberattacks. 

Students in the Pacific Northwest College in the US were surveyed about their knowledge of cybersecurity [46]. The 

findings demonstrated that they were unable to clarify such cybersecurity-related terms as worms, phishing, Trojan 
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horse, and malware. Students from different age groups in New Zealand were also surveyed about their knowledge of 

cybersecurity, and the results showed that they misunderstood many cybersecurity-related terms, such as "phishing" 

[47].  

A survey of computer science students at Yobe State University in Nigeria sought to measure their level of awareness 

of cybersecurity, as they are expected to be future employees in related fields [6]. The students exhibited an adequate 

level of awareness of privacy and security, but still lacked the basic knowledge of certain fundamental concepts, such 

as phishing, securing passwords, and two-factor authentication. These researchers reported that no campaign was 

ongoing to raise the students' awareness of cybersecurity. Another survey [48] carried out in Bangladesh revealed 

variations in the degrees of users' knowledge of cybersecurity.  

[49] held collaborative workshops for teachers and educators across the UK [49]with an emphasis on active 

involvement in discussions. They determined that the participants were enthusiastic about including various elements 

of cybersecurity in the curricula of their schools because they believed in the importance of knowledge of 

cybersecurity in daily life. 

Various evaluations and surveys have been carried out with an emphasis on preventive security tools and techniques 

[19]. Some studies have detailed the current state of cybersecurity, while others have comprehensively considered the 

relevant work and evaluative methodologies. [50] investigated methods to train users to protect themselves against 

cyberattacks. They examined the techniques used to train users to avoid scams and phishing attempts, and proposed 

ways to combine or embed such training into people's everyday activities. The idea of embedded training has also 

been embraced in other studies [51, 52]. Researchers have focused on providing training by integrating its features 

into functional systems to improve users' online skills. 

It is necessary to comprehensively understand the knowledge imparted by different approaches to training to enhance 

users' skills of online navigation [53]. Research on university students [54] has shown that developing critical thinking 

and comprehension is vital for ensuring cybersecurity. The relevant studies have shown that although students 

understand the basic principles of cybersecurity, they are still unable to apply them correctly. 

To the best of our knowledge, this is the first study to conduct a survey of teachers and administrators in public and 

private schools in Kuwait to evaluate their knowledge of cybersecurity. Considering the worldwide interest in using 

AI and its huge impact in todays’ education, an AI section has been added as a significant topic to be introduced 

through the campaign lectures and workshops. Moreover, the research reported here is distinct in that it covers all 

governorates of Kuwait as well as a wide range of age groups of adult users (20–50+ years of age) from different 

backgrounds. 

3. PROBLEM DEFINITION  

As the Internet has spread across the world in the last three decades [4, 6], threats to personal and organizational 

cybersecurity have become increasingly common [5, 7, 9]. Cyberattacks may occur in various forms, including 

phishing scams, malware infections, and ransomware attacks. These hazards appear in daily life and have a significant 

impact on users of all ages, especially children as they use digital devices for learning and entertainment. In this 

context, it is important to educate adults who, as parents, teachers, administrators, or caregivers, can protect their 

private and personal information. 

We designed our lectures and workshops for the “Be Smart Safe" awareness campaign after reflecting on the 

knowledge and competence required to enhance cybersecurity awareness among adults and equip them with the tools 

and skills to protect their information without requiring advanced technical skills. A 60-minute lecture was designed to 

cover six topics: digital citizenship, the world of the Internet, social media networks, cyberbullying, parental control, 

and AI applications and security issues. 

The workshop began by defining digital citizenship and the five main characteristics that users should have as digital 

citizens: respect, ways to evaluate information, having a worthwhile goal, balancing Internet use with real life, and 

being alert to any threat. We then briefly provided the audience with an account of the history of the Internet, and how 

it was created and spread worldwide. Following this, we explained data transmission through social media platforms 
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in a simple manner to clarify the potential hazards to user privacy in this process. The terms of use for each 

application and social media platform constituted a crucial topic because most members of the audience had never 

read them, even though they contain critical privacy- and security-related details of each application with regard to 

personal user data. We introduced a hands-on exercise for members of the audience at this stage to educate them about 

the limitations in access to data and user content that is controlled and used by applications. We identified four steps to 

protect against cyberbullying, and explained how any user could easily apply them as far as they had the ability to use 

the device correctly without any prior technical experience. These four steps were as follows: Block the bully, inform 

a trusted adult, keep the evidence, and learn about the cybercrime Law in Kuwait. We provided our audience with an 

introduction to cybersecurity crime in Kuwait and referred them to the official account of the Electronic and 

Cybercrime Combatting Department of the Kuwaiti Ministry of Interior (the social media Account: @ECCCD). 

While the first part of the lecture contained information and theoretical tips on cybersecurity, we started the second 

part by describing to members of the audience how to use the security and privacy settings in their devices and 

provided them with easy step-by-step procedures for different operating systems. We concluded the workshop by 

defining AI, summarizing the history of its development, its applications to education, and the security hazards posed 

by it. 

We conducted pre- and post-workshop surveys from September to December of 2023 in schools in different 

governorates of Kuwait to measure the effectiveness of the workshop on adults' awareness of cybersecurity. Each 

workshop started with the introduction of the survey to the audience. We provided them with a barcode containing an 

online link to the survey. It targeted adults with different roles in society, including teachers, parents, trainers, 

administrators, and social workers ranging from 20 to older than 50 years of age. One hundred and ninety people 

participated in this survey, and 95 of them completed the pre- and post-workshop surveys for a response rate of 

61.7%. Twenty-three of the participants were parents (24.2%), while the others were administrators, teachers, training, 

and caregivers (72 = 75.8%). 

The surveys were designed to measure the effectiveness of training adults in improving their awareness of 

cybersecurity, and to assess their capabilities of applying their newly gained security skills and delivering this 

knowledge to their communities. Once the founders of the awareness campaign had introduced themselves and the 

purpose of the workshop, the audience was asked to scan a barcode that linked to a two-minute survey and answer the 

questions on it. This exercise was repeated at the end of the workshop. The surveys consisted of four questions on 

three items and two questions at the end to measure the effectiveness of the workshop. The three survey items were 

competence, personal attributes, and future impacts, and were taken from the ISTE standards[55]. The participants 

were asked to rate their responses to the questions by ticking a box on the right and were provided a five-point scale 

for their answer choices, ranging from 0 = "totally disagree" to 4 = "totally agree." The questions related to each 

survey item and the source for it are provided in Table 1. 

Table 1. Survey Items and Their Resources 

# Survey Item Supporting Literature 

 Competence1  

1 I can explain to my students/children what the 

Internet is.  

ISTE Standard 2.3a 

[55] 

2 I can explain to my students/children how 

social media works. 

Appendix C, Table 

8(1.1.a) [56] 

 

3 I can explain to my students/children the legal 

rules of my country, i.e., @ecccd 

ISTE Standard 2.2c 

[55] 

4 I can explain to my students/children how to 

protect themselves against cyberbullying 

ISTE Standard 2.2a 

[55] 

 Personal Attributes  
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5 I believe that my photos will be deleted from 

social media forever. 

Table 5, Q31 [57] 

6 I know that my personal data will not be used 

by any social media company. 

Table 5, Q2 [57] 

 

7 I find it difficult to update my device operating 

system. 

Table 5, Q7 [57] 

 

8 I know how to use the resources and search tips 

for the digital world. 

ISTE Standard 2.2b 

[55] 

Table 1, Q 17 [58] 

 Future Impacts  

9 I know that keeping my personal photos saved 

on my smartphone is safe because it is private. 

Table 5, Q 2 [57] 

 

10 I can protect myself from cybercrime by 

knowing the law. 

ISTE Standard 2.2c 

[55] 

Table 1, Q48 [58] 

11 I am responsible in my online behaviors, safety, 

and privacy. 

ISTE Standard 3.1d 

[55] 

12 I know how to evaluate online resources. ISTE Standard 3.1c 

[55] 

 

The last two questions that were used to measure the effectiveness of the workshop were as follows: 

1. In this workshop, we introduced the Internet and the World Wide Web, including topics like social media, 

online resources, digital citizenship, cybersecurity, and parental control. In light of this, to what extent will 

your efforts to use this knowledge in practice will be inspired by your experiences in this workshop, and to 

what extent will they be inspired by other factors in your life? 

2. To what extent would you say that any change in the ratings that you gave yourself before the program 

compared with now is the result of your experiences in this workshop, and to what extent is it a function of 

other factors in your life? 

 

The participants were asked to choose their answer from among the following options: 

 Uncertain 

 Mostly this program 

 Somewhat this program and somewhat other factors 

 The workshop/lecture has not started yet. 

 Mostly other factors 

We ensured all the participants that their personal information would be kept confidential.  

4. RESULTS AND DISCUSSION  

We examined variations in the participants' responses to the 12 questions in the pre- and post-workshop/lecture 

surveys to measure the overall changes in their scores. The variations were evaluated by using paired-sample t-tests to 

focus on the upcoming workshop. A pilot study on the survey questions showed that two of them needed to be revised 

because the results for them were meaningless. We also decided to add two questions to further verify the 

effectiveness of the knowledge gained by the participants from the workshop.  
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Table 2. Ratings of Items on the Pre- and Post-Workshop Surveys 

# Survey Item Mean aggregates 

  

Competence 

Pre-Workshop 

M(V) 

Post-Workshop 

M(V) 

t p 

1 I can explain to my 

students/children what 

the Internet is.  

3.126(0.558) 3.589(0.308) -5.765 <0.001 

2 I can explain to my 

students/children how 

social media works. 

2.863(0.673) 

 

3.536(0.378) 

 

-7.457 

 

<0.001 

3 I can explain the legal 

rules of my country, 

i.e., @ecccd, to my 

students/children. 

2.568(0.779) 

 

3.505(0.486) 

 

-10.317 

 

<0.001 

4 I can explain to my 

students/children how 

to protect themselves 

against cyberbullying. 

2.757(0.866) 

 

3.473(0.443) 

 

-7.410 

 

<0.001 

 Personal Attributes     

5 I believe that my 

photos will be deleted 

from social media 

forever. 

3.578(0.395) 3.778(0.237) -3.098 0.001 

6 I know that my 

personal data will not 

be used by any social 

media company. 

3.042(0.615) 3.421(0.395) -4.463 <0.001 

7 I find it difficult to 

update my device 

operating system. 

2.884(0.741) 3.357(1.041) -4.439 

 

<0.001 

8 I know how to use the 

resources and search 

tips for the digital 

world. 

2.905(0.661) 3.389(0.751) -5.0615 

 

<0.001 

 Future Impacts     

9 I know that keeping 

my personal photos 

saved on my 

smartphone is safe 

because it is private. 

3.032(0.733) 

 

3.568(0.482) -6.080 

 

<0.001 

10 I can protect myself 

from cybercrime by 

knowing the law. 

3.378(0.556) 3.715(0.269) -4.136 

 

<0.001 

11 I am responsible in my 

online behaviors, 

safety, and privacy. 

3.412(0.606) 3.789(0.211) -4.5351 

 

<0.001 

12 I know how to evaluate 

online resources. 

3.221(0.621) 3.578(0.438) -3.694 

 

0.000 

M: Mean, V: Variance  
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The learning indicators listed in Table 2 show that following the workshop, the respondents exhibited a better 

understanding of the Internet and its history, were better able to explain social media, had a general understanding of 

cybercrime law in Kuwait, and could better protect themselves and children in their care from cybercrime and 

cyberbullying. This suggests that their responses to questions under "Personal Attributes" in the survey had been 

positively influenced by their experience of the workshop, which had improved their knowledge of privacy- and 

security-related issues on social media, how their information is being used by such platforms, the importance of 

frequently updating their device operating system, and the how to safely access and use online resources. However, 

the results of the surveys also show that the participants still struggled to understand how their personal data and the 

content posted by them on social media were being used by these platforms. The outcomes on last four survey 

questions, which covered the "Future Impacts" item, also suggest that the workshop had improved the participants' 

awareness of the safety and privacy settings of their devices, their knowledge of cybercrime law in Kuwait as well as 

their digital footprint, and their capacity to evaluate online resources. The results also reveal the need for more training 

on ways to scrutinize and choose trusted resources. 

The last two questions (13 and 14) were added to the survey to measure the impact of the workshop in terms of 

inspiring the participants to use the information provided in it, and whether and how it changed their level of 

awareness of cybersecurity. These two questions garnered responses from 83 participants after the workshop. For 

Question 13, only five participants (6.02%) were uncertain of the effect of the workshop in terms of inspiring them to 

use the information provided, 48.2% of the respondents found the workshop to be effective in this regard, 38.5% 

believed that the workshop and other factors were helpful to them in conjunction, while only two participants (2.4%) 

said that only other factors, and not this workshop, had improved their knowledge of cybersecurity. Similarly, four 

participants (4.82%) were uncertain about the effect of the workshop in improving their awareness of cybersecurity, 

51.8% believed that it had improved their awareness, 36.14% acknowledged that other factors in conjunction with the 

workshop had contributed to enhancing their awareness, while only 2.41% of the participants claimed that other 

factors had exclusively improved their awareness. Overall, the responses to this workshop/lecture were positive.  

5. CONCLUSION  

The Internet and smart devices are ubiquitous in today's digital era. Nowadays, Artificial intelligence is embedded in 

most social media platforms and introduced as a search tool by different companies to be used by Internet users 

regardless of their knowledge or level of awareness of cybersecurity, which exposes them to a variety of cyber threats 

that compromise their personal information. This highlights the need for training users to understand the threats to 

cybersecurity in the form of cyberattacks. The use of the Internet has drastically risen in the Middle East in the last 

decade and has been accompanied by an inevitable rise in cybercrime in the region. This has prompted the "Be Smart 

Safe" campaign in Kuwait in 2016 to raise awareness among the public of the smart and safe use of technology. 

Many studies have investigated the implications of raising awareness of cybersecurity among users by using different 

tools. Some researchers have focused on designing productive training programs to educate netizens. In this study, we 

measured the beneficial effect of training adults to enhance their awareness of cybersecurity, and examined 

approaches to make them more resistant to cyberattacks and breaches of their personal information. We held 

workshops on cybersecurity and conducted surveys of the participants before and after it to assess its impact in terms 

of increasing their cybersecurity awareness. The results showed that the workshop had a positive impact on the 

participants’ knowledge and awareness. They also verified the importance of holding workshops and lectures on safe 

online practices for public and private school teachers, educational administrators, and parents. A course on digital 

awareness as part of the school curriculum is important in this regard because smart devices are widely used by 

children these days, and it is thus important to teach them how to safely navigate the cybersphere. This study has 

certain limitations as well. Many participants of our workshop did not take or complete their survey as it was being 

held during their classes. This affected the data collection. We recommend that the administrators of schools make 

sure that future workshops be appropriately scheduled to avoid such conflicts.  
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APPENDIX: T-Test Results 
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