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ABSTRACT

Data encryption protects data by converting it into an unreadable format, ensuring confidentiality, integrity, and
security during transmission and storage. There are several encryption algorithms, each with its own distinct
characteristics, strengths, and weaknesses. This study compares the most widely used encryption algorithms: AES,
DES, RSA, and ECC, analyzing their strengths, weaknesses, and ideal use cases.
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1. INTRODUCTION

Encryption is essential processes in securing data in today’s digital world. Encryption refers to the conversion of data
into a coded format, making it unreadable to unauthorized users. This ensures that sensitive information, such as
financial transactions, personal details, and confidential communications, is protected from potential threats. The
encryption process uses algorithms and keys to transform plain text into cipher text. The use of encryption enhances
data security, privacy, and integrity . Various encryption methods, such as symmetric key encryption, where the same
key is used for both encryption and decryption, and asymmetric key encryption, which uses a pair of public and
private keys, are employed depending on the use case and security requirements. Symmetric encryption is faster and is
often used for large volumes of data, while asymmetric encryption is more secure and typically used in activities like
digital signatures and secures communications. in this paper has proposed various encryption techniques, including
traditional cryptographic techniques and modern chaotic-based approaches, and compares between them, analyzing
their strengths, weaknesses, and ideal use cases. For instance, traditional algorithms like AES and RSA are highly
secure but may not be suitable for real-time image encryption due to their slower speeds. On the other hand,
specialized algorithms designed for image encryption often address these challenges by optimizing for the unique
characteristics of image data, such as redundancy and pixel correlation [1].

2. COMMON DATA ENCRYPTION ALGORITHMS

Traditional cryptographic algorithms play a crucial role in data encryption, ensuring confidentiality and security
during transmission and storage. Some common encryption techniques include:

2-1- AES (Advanced Encryption Standard):

It is a widely used encryption algorithm that ensures data security by encrypting information with a symmetric key. It
was established by the U.S. National Institute of Standards and Technology (NIST) in 2001, replacing the older DES
(Data Encryption Standard). AES is known for its efficiency, security, and speed, making it a go-to choice for
encrypting sensitive information across various applications . AES encrypts data using a process called the
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Substitution-Permutation Network (SPN), which consists of multiple rounds of transformations. The number of
rounds depends on the key size:
e AES-128 — 10 rounds
e AES-192 — 12 rounds
e AES-256 — 14 rounds
Each round involves:
e SubBytes — Byte substitution using an S-Box (non-linear transformation).
e ShiftRows — Rows of the state matrix are shifted.
o MixColumns — Column mixing for diffusion (not in the last round).
o AddRoundKey — XOR operation with a round key.
AES operates on fixed-size blocks of data (128 bits). It supports three key sizes—128, 192, and 256 bits—which
determine the level of security. It uses a series of mathematical transformations, including substitution (S-box),
shifting rows, mixing columns, and key addition, to scramble data effectively [1] .
It is resistant to all known practical attacks, including brute-force and differential cryptanalysis. It has High security
with strong cryptanalysis resistance and Suitable for both software and hardware implementations but Block-
based encryption can introduce patterns in image encryption and High computational cost for large images [2].

2-2 DES (Data Encryption Standard) : is a symmetric-key encryption algorithm that was widely used for
securing sensitive data. Developed in the early 1970s by IBM and later adopted by the U.S. It was widely used for
securing electronic data in the past. Developed in the 1970s, DES operates on blocks of data, typically 64 bits in
size, and uses a 56-bit key for encryption and decryption. The steps below show the works of it at a high level:
o Key Generation: A 56-bit key is used as the foundation for encryption. (Initially, 64 bits are provided, but 8
bits are used for error detection.)
o [Initial Permutation: The input data block goes through an initial permutation to rearrange its bits.
e Rounds of Encryption: DES performs 16 rounds of encryption. Each round involves substitution,
permutation, and mixing the data with portions of the key through a process called the Feistel network.
e Final Permutation: After completing the rounds, the block undergoes a final permutation, resulting in the
encrypted output[3] .

Although DES was a significant milestone in cryptography, it is now considered insecure because modern computing
power can break its 56-bit key using brute-force attacks. DES has been largely replaced by more secure algorithms
like the Advanced Encryption Standard (AES) and Triple DES (3DES), an extended variant of DES [4].

2-3 Triple DES (3DES) : is an encryption algorithm that strengthens the original Data Encryption Standard (DES) by
applying encryption three times to each data block. It's designed to provide improved security over traditional DES,
which became vulnerable to modern attacks. The steps below show the works of it:

e First Encryption — The data is encrypted with the first key.

e Decryption — The output is decrypted with the second key (not the same as reversing the process, since it's

done with a different key).

e Final Encryption — The data is encrypted again with the third key.
The triple DES is More secure than standard DES due to multiple encryption layers and Widely used in financial and
security applications but it Slower than modern encryption methods like AES (Advanced Encryption Standard) and
Vulnerable to brute-force attacks as computational power increases [5] .

Though 3DES was widely used, it has largely been replaced by AES, which is faster and more secure. In fact,

organizations are phasing out 3DES due to security concerns [6] .

2-4 Blowfish : is a symmetric key block cipher designed by Bruce Schneier in 1993. It's known for being fast, secure,
and highly flexible , making it popular for protecting data in various applications. It used 64-bit blocks and key
length can range from 32 bits to 448 bits . making it highly adaptable . It uses a Feistel network, which allows easy
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encryption and decryption and Typically 16 rounds of processing for enhanced security. The steps below show the
works of it:
e Key Expansion: The algorithm generates subkeys from the provided key, filling up the P-array and S-boxes,
which are crucial for encryption.
o Feistel Function: Blowfish uses a nonlinear function that involves substitution boxes (S-boxes) to process
plaintext.
e Encryption: The algorithm splits plaintext into two halves and applies several rounds of transformations,
ensuring data security [7].
It extremely fast on large processors and suitable for applications requiring high-speed encryption but it less ideal
for modern applications compared to AES because it uses fixed 64-bit block size and also Vulnerable to
certain cryptographic attacks if used improperly [8].

2-5 - RC4 (Rivest Cipher 4) : is a stream cipher widely used for encryption due to its simplicity and speed. It was
designed by Ron Rivest in 1987 and became one of the most commonly used encryption algorithms in applications

such as wireless security (WEP and WPA) and SSL/TLS.
RC4 operates as a stream cipher, meaning it encrypts data one byte at a time using a continuously generated keystream
. the steps below show the works of it :

a. - RC4 starts with a secret key, which is used to initialize a 256-byte array (S-box).
- The array is scrambled using the key to create the initial permutation.
b. - RC4 generates a keystream by continuously modifying the S-box using pointer indices.
- It selects a byte from the S-box and XORs it with each byte of the plaintext, producing ciphertext.
c. - Since RC4 is symmetric, the same keystream can be XORed with the ciphertext to retrieve the original
plaintext[8].

The RC4 is Simple and fast , Requires minimal computational resources and Can encrypt data streams efficiently
but it is no longer considered secure due to biases in its output and It has weaknesses like key leakage and
predictability, leading to attacks on SSL/TLS implementations [9].

2-6 Chaos-based image encryption: is a cryptographic technique that leverages the principles of chaos theory to
secure digital images. It relies on chaotic systems, which exhibit sensitivity to initial conditions, pseudo-randomness,
and topological transitivity, making them ideal for encryption purposes [10].
Chaos-based image encryption offers strong security features such as high randomness , sensitivity to initial
conditions and fast encryption suited for real-time image applications , but it also faces several challenges:
— Chaotic systems are highly sensitive to initial conditions, meaning even a tiny change in the encryption key can
lead to completely different results. While this enhances security, it also makes key management more complex.
— Some chaos-based encryption algorithms require significant computational resources, which can slow down
encryption and decryption processes, especially for high-resolution images.
— While chaotic encryption is unpredictable, certain attacks, such as differential and statistical attacks, can still
exploit weaknesses in poorly designed chaotic encryption schemes [11].

2-7 Pixel-based Encryption (Permutation-Substitution): is a method used to secure digital images. It involves two
main steps:
e Permutation: The pixel positions in the image are shuffled based on a predefined algorithm, making it
difficult to recognize the original image structure.
e Substitution: The pixel values are altered using mathematical operations, such as XOR with a generated
keystream, to further obscure the image [12].
This approach enhances security by making it resistant to various attacks, including statistical and
brute-force attacks. Researchers have explored different chaotic functions, such as logistic maps,
to improve the randomness of the encryption. It high efficiency for image encryption and eserves

https://ijasre.net/ Page 50

DOI: 10.31695/1JASRE.2025.6.5




International Journal of Advances in Scientific Research and Engineering (ijasre), Vol 11 (6), June - 2025

image structure while making it unreadable but may have weak security if not combined with
trong substitution techniques [13].

3. COMPARATIVE ANALYSIS
Each algorithm has its strengths and weaknesses, and the choice depends on factors like security needs, speed, and
computational resources

Algorithm  Type Key Size (bits) Speed Security Use case

AES Symmetric 128, 192, 256 Fast Very High Secure communications, file encryption

DES Symmetric 56 Moderate Weak Legacy systems

3DES Symmetric 112, 168 Slow Moderate Banking, financial transactions

Blowfish Symmetric 32 - 448 Fast High Password hashing, VPNs

RC4 Symmetric 40 - 2048 Very Fast Weak Not recommended due to weak security

RSA Asymmetric 1024 - 4096  Very Slow Very High Digital signatures, secure key exchange
Chaos-Based Nonlinear  Varies Moderate High Suitable for real-time and lightweight applications
Pixel-Based Scrambling Varies Fast Moderate Efficient but needs additional security measures

4 CONCLUSION

This survey provides a review of different data encryption techniques due to their importance in data encryption and
a comparison between them to know its strengths and weaknesses. Choosing the right image encryption algorithm
depends on several factors, including security requirements, computational efficiency , speed , Efficiency and
Application-Specific Needs The review concluded the following:

e AES is the best option for high-security applications.

o Blowfish offers a good balance between security and speed.

e Chaos-based encryption is effective for real-time image protection.

e RSA s not suitable for direct image encryption but is valuable for key management.
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