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ABSTRACT

To send text messages free of charge using an existing mobile number, you can use this system like SMS messenger and install it
on your mobile device. This apk is an application that enables you to text and sends small images to other this apk’s users without
charge. To send a secure message, secure sessions must exist between the sending device and all the recipient’s devices.
Asymmetric key cryptography algorithm RSA is used for encryption and decryption of the message. The user can obtain the
security of text messages using RSA. This system provides a secure message on the mobile phone. Every SMS packet contains 140
bytes of effective data. Mobile users send short messages to the short message center through mobile terminals, and then the short
message center transmits these short messages to target users.
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1. INTRODUCTION

Users install instant messaging clients on their client machines: desktop computers, wireless devices, PDAs, and any
mobile devices [1]. User communicates with an IM server in the messaging provider’s infrastructure to locate other users and
exchange messages. Firstly, user installs this mobile application (message apk) If user wants to send message to their friends, user
must be known phone number or name of their friends. Cryptography provides security services that enhance the security of data
processing systems and transfers of information. This system can support message sending with security by using RSA encryption
and secret message communication. Message encrypt before transmission to ensure that the message is secure during transmit.
Receiver receive encrypted message to get plain text by decrypting [2].

The user can obtain strong security of text message using RSA. Though Instant Messaging is an effective and easy means
of network-based communication, it introduces a number of security risks if proper security measures are not applied. Users install
instant messaging clients on their client machines: desktop computers, wireless devices, or PDAs. These clients communicate with
an IM server in the messaging provider’s infrastructure to locate other users and exchange messages [5, 9]. Cryptography provides
security services that enhance the security of data processing systems and transfers of information. Message is encrypted before
transmission to ensure that the message is secure during transmission. The SMS is a connectionless-oriented mobile data
transmission model based on the store-forwarding technology. The Objectives and motivation of the system are: to provide an
introduction to basic Short Message Service (SMS) concepts, to get cheap and easy communication for business purposes, to
demonstrate small chat room mobile network, to provide integrity by protecting the transmitted message to be invisible and to
provide privacy, confidentiality and security of messaging system by RSA. The motivations of the system are as follows: this
system provides a secure and secret communication between different people. Mobile encryption application is one way to protect
text messages from being read by friends or other peoples [4]. Today, most people are using SMS and this system makes SMS
more secure.
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2. SHORT MESSAGE SERVICE (SMS)

The Short Messaging Service, or SMS, is a bi-directional service to send text over wireless communication systems.
SMS also guarantees delivery of the short message by the network. SMS is characterized by out-of-band packet delivery and low-
bandwidth message transfer, which results in a highly efficient means for transmitting short bursts of data. SMS provides a
convenient means for people to communicate with each other using text messages via mobile devices or Internet-connected
computers. When confidential information is exchanged using SMS, it is very difficult to protect the information from
SMS security as well as ensure that the message is sent by authorized senders. SMS security guarantees provision of
confidentiality, authentication, and integrity service. Asymmetric key cryptography algorithm RSA is used for encryption and
decryption of the data. The necessity of providing security to SMS has been imperative since a long time and many algorithms and
techniques have been implemented in various platforms to try and provide security to the messages [5, 9].

2.1 Android Applications

Android has a large community of developers writing applications that extend the functionality of devices, written
primarily in a customized version of the Java programming language. Android applications are authored as Java source code and
then compiled to Dalvik byte code. This byte code is packaged with additional resources, such as images and configuration files
into an application package (apk) file. When the user installs an application from Google Play, the apk is downloaded and
installed on the user's system [10]. The Android platform is provided through open source licensing. Developers have
unprecedented access to the handset features when developing applications. Android applications are free to develop. There are no
licensing or royalty fees to develop on the platform. No required membership fees. No required testing fees. No required signing
or certification fees. Android applications can be distributed and commercialized in a variety of ways [1, 10].

Mobile data collection (MDC) refers to the utilization of existing information technology products such as phones,
smartphones, and tablets (hardware), and a number of different possible programs (software), for data gathering. Instead of
recording information on printed paper using a pen, which is then manually entered into a database for analysis, data is input into
a device which is then capable of exporting directly into a centralized database (which can be done using the Internet or a local
computer) [6].

3. CRYPTOGRAPHY

Cryptography is a tool that provides privacy and security. It is a technique for secrecy of communication. All business,
government and academic organizations interconnect their private data by using cryptographic algorithm to support the security
services. Two type of techniques are Asymmetric key and Symmetric key cryptography. This system is applied Asymmetric key
Cryptography or Public key Cryptography. Asymmetric key cryptography or public key cryptography uses two different keys:
public key and private key. The private key is kept secret and the pubic key is distributed. Anyone can encrypt the message with
the public key but only the one who knows the corresponding private key can decrypt it. An original message is plaintext. The
encrypted message is known as cipher text. The process of converting from plaintext to cipher text is called encryption. The
process of turning ciphertext back into plaintext is called decryption [2, 7].
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Figurel. Processes of Asymmetric Key Cryptography
3.1 Description of RSA Algorithm

RSA is made of the initial letters of the surnames of Ron Rivest, Adi Sharmir, and Leonard Adleman. RSA is one of the
first practical public-key cryptosystems and is widely used for secure data transmission. Public key algorithm was invented in
1977 by Ron Rivest, Adi Shamir and Leonard Adelman (RSA). It is the main operation of RSA to compute modular
exponentiation. Since RSA is based on arithmetic modulo large numbers, it can be slow in constraining environments. Especially,
when RSA decrypts the cipher text and generates the signatures, more computation capacity and time will be required. Reducing
modules in modular exponentiation is a technique to speed up the RSA decryption. By securing the data, we are not allowing
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unauthorized access to it. RSA algorithm uses two different numbers but mathematically linked keys, one public and one private.
Both the public and the private keys can encrypt a message; the opposite key from the one used to encrypt a message is used to
decrypt it. Functioning of RSA is based on multiplication of two large prime numbers [3, 8]. Two large prime numbers are
generated and multiplied. After multiplying two numbers, modulus is calculated the number that is generated is used as the public
and private key. The two numbers that are used for multiplication-one of them is public other is private. RSA algorithm involves

three steps: Key Generation

Encryption

Decryption

3.1.1 Key Generation
A RSA public and private key pair can be generated by using the algorithm below:

1. Choose two random prime numbers p and q such that the bit length of p is approximately equal to the bit length of g.

Compute N such that N=p*q .cooennnnn. @

2. Compute f (n) such that pM=(pP-1*Qq-1) e (2

3. Choose a random integer e such that e <¢ (n) and gcd (e, ¢ (n)) = 1, then compute the integer d such that:
e*d=1moda(N) ... (3)

4. (n, e) is the public key, and d is the private key.

3.1.2 RSA Encryption

RSA is widely used in encrypted connection, digital certificates core algorithms. The security of RSA comes from integer to
find. Generation of random prime numbers gives the algorithm extra strength and efficiency. In our system, we are applied RSA
algorithm to encrypt the data to provide security so that only the concerned user can access it.

i. Consider the user A that needs to send A message to B in secured manner using RSA algorithm. (Public Key (e, n) )
ii. eisB'spublic key. Since e is public, A is allowed access to e.
iii. For encryption the message m of A which is in the range 1<m<n is converted to cipher. C =m® (modn) ...... 4
iv. Where the cipher text

3.1.3 RSA Decryption

The receiver B can recover m from ¢ by using A’ private key exponent d by the following computation: [3, 6]
m =c® mod n 5)

Given m, the receiver A can recover the orlglnal message m by reversing the padding scheme.

1) The cipher text c is sent to B and A.

2) User B calculate the message with its private key (d, n), m=c%(modn)  ............ (6)
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Figure2. RSA Process
4. SYSTEM DESIGN AND PROCESSING STATE

This system will implement four parts:
1. Installing apk to android to use message exchange
2. Implementing normal message communication session
3. Implementing secret message communication session and
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4. Implementing secure message communication using RSA encryption.

In this system, the message is encrypted with RSA algorithm. The sender sends an encrypted message to the receiver on
android platform. The message is encrypted by using the public key from key generation. The message or plaintext is encrypted to
be a ciphertext or an encrypted message as shown in Figure 3. The receiver gets the encrypted message and decrypts it by using
private key from key generation. The encrypted message or ciphertext is decrypted by the receiver to get the original message or

plaintext.

Installing and contacts collection

L 2
| Browse apk |

— Contacts

v
SMS Chat Room

Chatting normal messages Chatting Secret messages Chatting Secure messages (RSA)

v
L Plain Text /Cyber Text >

| Display message |

End

Figure3. Overview of Process Flow

5. IMPLEMENTATION FOR MESSAGE SECURITY

This system is implemented for security of messages on android using RSA algorithms. It is developed by using Java
Programming Language. First, the system runs on computer using a java devolvement tool (Eclipse). After running on computer,
the RSA_Key SMS.apk is released. When user is using this apk, this application is opened by both sides. Step-by-step installing
processes are shown below:

1. Download the RSA message application icon.

2. Tapon Install. The welcome screen opens.

3. Delete or cancel Installation Package and Tap Open.

4. Tap a phone number with a country code to receive verification code. Phone Number Verification dialog box opens. Apk
sends you a text message with your verification code.

5. Tap Enter. And Type Name and after installing and opening the application, the splash screen will appear as shown in
Figure 4.

ol -
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RSA Message
Test?
059962032455
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Figure4. RSA Message’s apk Installation process
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Normal message communication process for sender and receiver side can be seen as shown in Figure 5.
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Figure5. Normal Message Communications Process in Sender and Receiver Side
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Figure6. Secret Message Receiving before Timeout and after Timeout

vl

If user wants to communicate with secret message to their friend, firstly, user must be setting up Timer with specific time to
display message and secret message communication process in sender and receiver side as shown in Figure 6.

__
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Figure7. Encrypted and decrypted Message Sending and Receiving Process
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Message encrypted and decrypted process as shown in figure 7. In this application, user can use message copying the same
message that wants to send and deleting when the message is not need. This process is shown in figure 8.
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Figure8. Message Copying and Deleting Process

6. CONCLUSION

Many SMS messages are alerts of one kind or another, used to notify the recipient of an event. This defines the upper bound of an
SMS message to be 160 characters using 7-bit encoding. The system can use Myanmar and English language at the sending of the
message. This application can easily be used for the purpose of communication with a high security. To deliver and store the
message securely and authenticity is one of the major aims of phone number and communication security research. The security
for SMS is a must for preventing message from different attacks. This system can use mobile-based secure message
communication. Mobile security is one of the key issues in the SMS industry applications. It is necessary to avoid message to be
interrupted by third person other than sender and receiver. Hence, using cryptographic algorithm, RSA provides SMS security
solution in mobile security system. It provides security services such as confidentiality, authentication, integrity and non-
repudiation. RSA encryption is faster than RSA decryption. Using android technology is following current market trend. This
system can be used by high level organizations, business organization and military people for sharing their confidential data.

This study could be extended by comparing other Public Key Cryptography systems such as ElGamal, Pretty Good
Privacy (PGP), Elliptic-curve cryptography (ECC), etc. This defines the upper bound of an SMS message to be 160 characters
using 7-bit encoding. SMSs are generated from mobile phones which generally have very low processing capacities and also low
memory and battery capacity. RSA are conventional algorithms with large key sizes which require higher memory capacities and
high processing powers.
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